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Today's Payment Services Are Going Digital ...
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And Going Digital Has Its Consequences

Silicon Va\.“e,y Bank: deposits held, per year Attractive target

The financial sector has suffered more than 20,000 cyberattacks,

causing $12 billion in losses, over the past 20 years.
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Financial Crimes is a Global and Increasing Problem

2022:
$274 billion

FinCrime compliance

%

57% increase

in SAR filings
2019 - 2022

28% increase

from 2020
(and growing)
(Global)

1% seized*

$20 - 50
billion*

~20% increase

in FinCrime using
2-5% of global GDP*

laundered annually

2 — 5 Trillion USD*

digital technologies

and Al

De-risking

Over-reporting (and growing)
Financial exclusion
Correspondent

bank decline

Sources: UN Office of Drugs & Crime — (* Estimates are calculated relative to recent GDP) True Cost Financial Crime Compliance 2022 | LexisNexis Risk Solutions.
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Nordic Centre — Holistic strategy and focus going forward

’~ ® Critical subjects for central banks and
o EXTy

Cybersecurity & & Future of AML & supervisory authorities
Cyber-resilience (Z FinCrime Prevention

® High impact to the overall fiancial system

® Apply to today and the future

® All are inter-related / have inherent synergy

Artificial

Intelligence ‘
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Polaris Framework for Secure and Resilient CBDCs 7 ~

4 N
ADAPT IDENTIFY

* New threats for awareness & preparedness 7\ l
STEPS FOR

SECURE & RESILIENT
\_ CBDC SYSTEMS ) PROTECT

100+ CONTROL OBJECTIVES
TO INFORM DESIGN,
IMPLEMENTATION AND

* Best practices from IT modernization RECOVER
,\ OPERATIONS

* One-Stop Shop for security and resilience for
-
future payment solutions <

> 100+ control objectives

Control objectives by function Control objectives by theme

> 35% focused on preparedness

» Aligned to industry standards 2
> Map current capabilities .
> ldentify and develop new capabilities l . B m B

Prepare Identify Protect Detect Respond Recover Adapt . Baseline . IT modernization . DLT . CBDC focused
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Make Digital Money Operable Even While Offline — Project Polaris

) . . . @ Make CBDC work similar to

2 3
-
Central components l Remote components

* Provides a digital form of
resilient payment solution
during outage

Purse has previously been
loaded with some value

« Requires significant amount

pomm—  design thinking

) * Ssecurlty englneering
e oo mechn * risk analysis, and

6 . . . . « ecosystem collaboration
g
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Synchronise data, keys,
security and risk parameters




Gaps in Existing Cybersecurity Toolbox in Protecting Against Novel Attacks

Details of some notable DeFi hacks in recent years

DeFi Project Loss (USD) Time DeFi category Main cause

Poly Network 610m Q3 2021 Protocol Logic vulnerability
BadgerDAO 120m Q4 2021 Yield Aggregator API key leakage

Private key
Axie/Ronin 625m Q12022 Bridge/Gaming
leakage/phishing

325m Q12022 Bridge Logic vulnerability

Beanstalk 182m Q2 2022 Stablecoin/Protocol Logic vulnerability

80m Q2 2022 Stablecoin Logic vulnerability

(Project Polaris Part 3: Closing the CBDC cyber threat modelling gaps)

BISH




Project Raven: The Use of Al for Financial Sector Cyber Assessment

® Regular cyber posture Authority Fis/FMIs Service Providers
assessment is important but ( ) / ) ( N
Assessment Questions —d&" 3"-Party Related Questions 0~9
often cumbersome 9 ‘ E/ Y
Aggregate Jc\lnswtt?r
Answers uestions
® |nspired by the FSOR practice in .
Answers for each FIfFMI Answers from 3'-Parties
Denmark &2
® Explore the effectiveness of I Feodpackforxch ML §1 eedbackiorspary .
. . X H H eeabacK rors" "-pFar
language models in extracting il Bio Z"
cyber-related information e peer Benchmark _ Actonpin

® Provide a public good for public- \ ‘ /
private partnership in improving
cyber posture



and network analysis

oney laundering activities
Collaboration is required on transaction monitoring
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Project Aurora: tacking information asymmetry with collaborative data analytics
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Project Aurora — Phase 1 results overview

Al & ML Network analysis Machine & Privacy
of payments data federated learning technologies

ﬁ >3x increase in the detection of money laundering

% A reduction in false positives by up to 80%

N

o | Protection of sensitive information in collaborative AML analysis
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Project Aurora — Key findings

o
@@’ Broadest view from national and cross-border payments data is optimal
o

=1 Key challenges need to be surfaced and discussed
.RO,Q. (data, privacy, legal, security, ops, technical, ethical)

Deeper technical research and work on key issues needed

@

Real-world technical proving and collaboration is essential
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Project Aurora Phase 2

B Convene global community of experts / interested parties
° ’

X . . .
5)1; Research, discussion and practical work

QPONO Deliver a series of technical work with public / private stakeholders

R 2 g W

Identify key Technical Assess Feasibility & Next steps
challenges blueprints & tests  results and value
discuss




Outstanding Areas That Require Further Work

® Balance between privacy protection and financial crime prevention
® \/erification and trust of digital identity, in a world of deep fakes

® New threats and risks brought by new digital finance arrangements
® Data standardization and compatibility

® Cross-borderinteroperability of data and trust frameworks

® Legal andregulatory frameworks vs. the need to support innovation
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Thank you!
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